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* Introduction to Cryptography

* Substitution Ciphers, Transposition Ciphers
* Hash Functions
* Symmetric Key Cryptography
* Asymmetric key Cryptography
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What 1s Information security?

* General definition: Information security involves providing
appropriate levels of assurance of

Privacy/Confidentiality: preventing disclosure of information to
unauthorized individuals or systems

Authenticity: Ensuring that the user, data, transactions,
communications or documents are genuine

Integrity : Data cannot be modified without authorization

Non-Repudiability: One party of a transaction can not deny having
sent/received a transaction

Availability: The information must be available when it 1s needed
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Cryptography

* The study & practice of hiding, encrypting or
secret writing;

* It uses mathematical & logical principles to secure
information

* Plaintext. The message which has to be sent across

* Cipher. The encryption/decryption algorithms which
are used in the transformation of plaintext to
ciphertext and vice-versa

* Ciphertext. The message after it is encoded
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Cryptography ...

* Key. This is a unique value (bit pattern, alphabetical
sequence) that is used by the cipher for
encryption/decryption

* Cryptanalyst. A person who analyses the cryptosystem
with an aim to discover the plaintext message and/or the
key

* Cryptology is cryptography + cryptanalysis
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Classification of Cryptographic

Techniques

* Cryptosystems can be classified based on
— Type of operations - Substitution/ Transposition
— Way in which plaintext is processed - Block/Stream

— Number of keys used - Symmetric / Asymmetric
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Substitution Cipherts

* Here each character is simply represented by another character
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* Inits simplest form there is no logic in order of representation.

* A type of substitution cipher is Caesar Cipher (Shift cipher) where

each character in cipher text 1s shifted by ‘k’ letters.
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Eg: Caesar Ciphers

KRISHNA — nulvkqd ..... obvious
Shift by k letters (here k = 3)
ABCDEFGHIJKILMNOPQRSTUVWXYZ

Shift by k letters (here k = 06)
KRISHNA  — gxoyntg ... still obvious(?!)
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* Encryption process combines one character of plain text and

corresponding character of Key to get a character of cipher text
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Transposition Ciphers

* Here the order of the character is changed
Rail Fence Ciphet (Capture fox)

Cc PUE O Cipher Text
AT R F X CPUEOATRFX

Route Cipher (We are discovered Flee at once)
WRIORFEOE

EESVELAN ]
ADCEDETCX

Cipher Text
EJXCTEDECDAEWRIORFEONALEVSE
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Hash Function

* A hash function is an algorithm

> Creates a digital representation or "fingerprint®

(Message Digest)
- Fixed size output

~ Change to a message produces different digest

Examples : MD5 | Secure Hashing Algorithm (SHA)
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Hash function -Properties

© Consistency

* Same input must produce the same message digest. No

randomness

@ Uniqueness

¢ Computationally infeasible to identify two messages that will

generate the same message digCSt

< One way

¢ Computationally infeasible to identify the input given the message
digest
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Hash - Example

Message
Hi Jai, Hi Jai,
[ will be in the park at [ will be in the park at
3 pm 8 pm
Veeru Veeru

<— Hash Algorithm —

Message Digest

cfa2ce53017030315tde705b9382d914 d4216ytt6b9385fe502b165dfe8cecl

N g
~—

Digests are Different
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MD5 and SHA

Message

Hi Jai,
I will be in the
patk at 3 pm

Veeru

Hi Jai,
I'will be in the
park at 3 pm

Veeru

Hi Jai,
I will be in the
park at 3 pm

Veeru

cfa2ce53017030315f ;?Zﬁﬁzﬁg‘?ﬁ?gf 20548756t detert654tr
de705b9382d9f4 ; eofaniiadhrac c5d5e8d5ex5gttahy55e
A\ J U ) A\ J/
128 Bits 160 Bits 224/256/384/512
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Example of Hash functions

prnpnsedd _|"world" | -

(cleartext) l password
store
hash function
l hashes don't matchl
F150UIS 19 en$ 00 1HTD Je ZDWI=cLcoFbai. F1Er8TESURL$Oxed 1F JyF ig]::PIuUEGQBG

/ saved
Do hashes password
match hash
exacthy’
A R
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Symmetric Key

* Symmetric/Secret key cryptography
* Uses one key shared by both sender and receiver

* If this key is disclosed communications are
compromised

* Does not protect sender from recetver forging a
message & claiming is sent by sender

* Problem of Key distribution & scaling
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Message Common key Message

o S jl aN -
A

Encrypted Message
78 Decrypt B

Eavesdropper

* Problems:
— Jai and Veeru must agree on the secret key without anyone else finding out

— Anyone who intercepts the key in transit can later read, modity, and forge
all messages encrypted using that key

— Doesn’t Scale
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Symmetric Key Cryptography

€dAC

Confidentiality & Authentication

Jai Veeru
Gabbar i
Message Shared Ke Encrvpbted Messaoe l Shared Ke Message
Hi Veers - L Hiveen
[ am Jai I am Jai
Unauthorized Login Attempt
Gabbar Veeru
Message Encrypted Message Shared Ke 1 Message
Hi Veers - , asdidkock
I am Jai dfksdjkl
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Symmetric Key Cryptography  conc

Integrity
Jai . Veeru
Message Shared Key 1 Shared Ke)i :
Hi Veeru : Signature ®» Dcc. Digest
. Digest :
I am Jai + Message B Comp. Digest
Confidentiality & Integrity
Shared Key - 2 1 / Veeru
. / Gabbar l
Message Signature Encrypted Message Shared Key } 2
Hi Veej._‘u 0/,%¢0/, H#HP23R* T & e HS23R*T = Signature
I am Jai &He m M
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Symmetric Pros and Cons

S Weakness:

* Must agree the key betorehand
* Securely pass the key to the other party

& Strength:
¢ Simple and really very fast (order of 1000 to 10000

times faster than asymmetric mechanisms)

@ Super-fast if done in hardware
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Symmetric Key - issues

* What is achieved by symmetric key ?
— Confidentiality
— Integrity
— Authentication

* What about Non-repudiation ?
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Public Key Cryptography

* A related Key Pair
— Private key, public key
— One for encryption, another for decryption

* Knowledge of the encryption key doesn’t give you
knowledge of the decryption key

* A tool generates a related key pair (public & private key)
— Publish the public key in a directory

Public Key § Private Key

W o |
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Asymmetric Key Encryption

Message Public key Private key Message
Encrypted Message .
VA B

Eavesdropper

Problems:

— Encryption and decryption are extremely
SLOW
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Jai Authentication | Veeru
Gabbar v

Message Encrvpted Messace Jai’s Public Ke Message
Hi Veeru - L Hiveen

I am Jai I am Jai

Encryption

Jai . | Veeru

Message Veeru’s Public Ke Private Ize Message
Hi Veeru - g HiVeeru

I am Jai I am Jai
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Asymmetric Key

Jai

Message Jai’s Private Key 1
Hi Veeru

. Digest
I am Jai

Integrity

Veeru

Jai’s Publi(iKey Computed Digest
Signature B Decc. Digest

Confidentiality & Integrity

Veeru’s Public Keyl

. /
Message Signature
Hi Veeru
: %o*t%
I am Jai

Gabbar
Encrypted Message

#$23R*T&He

l

Veeru
Private Keyl
#$23R*7 ™| Sionature
&#te m Message
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Public Key Pros and Cons

Weakness
— Extremely slow
Strength
—Solves problem of passing the key
Key Aspects
* Public key encryption; RSA
Misconceptions
* More secure
* Has made Symmetric encryption obsolete
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Dakei Bearbeiten Ansicht  Einflgen  Formak 7
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SH+oenyvExpillSRarEP 290XV L Vs SX+MisawvaVEgEXJ3dmgTE I n+ =303 MDEhpgI
S SBEACRrwGsCTLIZ9 w3y, MEFicEenBe JuzR9TINMNO1wI 3 b FYOgPzAZAKIwWIT1ER
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Criicken Sie F1, urm die HilFe aufzurufen.
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= Private Key
= Public Key

= Symmetric Key

Veeru

||ﬂ@

-

Encrypt with Veeru’s Public Key
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= Private Key

@% = Public Key
B

Veeru = Symmetric Key

L7

Decrypt MeSSage
Message

¢
i

Decrypt with Veeru’s Private Key
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