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This presentation

# Authentication Method Prescribed by
the Act

# Regulation of Certifying Authorities
# Trust Model

# Major Application Categories

# India PKI forum

(‘D
Z # Indian IT Act of 2000




Objective of the Indian IT Act

maintained in electronic form
= Till this point only paper based records had legal
recognition
#To prescribe methods for authenticating
electronic records

= Paper records were authenticated by handwritten
signatures

#To define computer system and computer
network misuse and make it legally actionable

%
Z #To grant legal recognition to records




Authentication Method Prescribed
by the Indian IT Act 2000

must be by Digital Signatures based
upon Asymmetric Key Cryptography
and Hash Functions.

#The National Root CA uses a 2048 bit
RSA key pair

#(0Other CA and end entities use 1024 bit
RSA key pairs

Q‘/
z #The Act specifies that authentication




Secure Digital Signature

affixed the digital signature was -
= unique to the subscriber affixing it
= capable of identifying such subscriber

= created in @ manner or using a means under the
exclusive control of the subscriber and is linked to
the electronic record to which it relates in such a
manner that if the electronic record was altered
the digital signature would be invalidated

%
Z #Tt should be verifiable that at the time it was
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Root Certifying Authority of India
(RCAI)
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Overview

C‘D
#®Role of RCAI
#® T icensed CA’s

#®#PK] Implementation in India

#®India PKI Forum
#End Entities, subscribers and relying parties




Role of RCAI

Certitying Authorities (CCA) to license and

(‘D
Z #®The IT Act provides the Controller for
‘ regulate the working of CA.

#®The CCA operates RCAIT for certifying the
public keys of CA’s using it private key




RCAI

#'The CCA has established the RCAI under section

18(b) of the I'T" Act to digitally sign the public keys of
CAs in the country

#®The requirements fulfilled by the RCAI include the
following
" The license issued to the CA i1s digitally sighed by the CA

= All public keys corresponding to the signing private key of
a CA are digitally signed by the CCA

" Relying parties can verify the CAs public key sighed by
CCA through the CCA’s website




in accordance with the Certificate Practice
Statement of RCAI

#®The RCAI root certificate is the highest level
of certification in India

(‘D
Z #®The CCA performs the Root CA functions

® 1t is used to sign the public keys of the
licensed CAs.

#®The RCAI certificate is the self-signed

certificate




mLicensed CAs

i

‘@Safescrypt
" Private Certifying Authority

" http://www.safescrypt.com/

#NIC

" An organization of Government of India, issuing Certificates to
Government organizations for G2G transactions

" https://nicca.nic.in/
@ IDRBT

" Established by Reserve Bank of India, issuing Certificates to
Banking industry for INFINET transactions

" http://idrbtca.org.in/
@ﬁ Infotech



http://idrbtca.org.in/

mLicensed CAs
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#TCS

" Private Certifying Authority to issue Certificates to
Individuals, Company and Government users

" http://www.tcs-ca.tcs.co.in/

‘ @MTNL
" http://www.mtnltrustline.com/

#Customs & Central Excise
" https://www.icert.gov.in/

# (n)Code Solutions CA (GNFC)

" https://www.ncodesolutions.com/



https://www.ncodesolutions.com/

mTrust Model followed in India

\‘/ National Root CA

*The law mandates a hierarchical
Trust Model

*For a Digital Signature to have legal
force it must derive its trust from the

National Root CA certificate




Key Industry Segment

i

#® Government
" G2G
" G2C

@Banking

" Inter/Intra Banking transactions

" Corporate Internet Banking
® Retail Banking

# Financial Services & Broking
@B2B

@ THealthcare

B Telemedicine




Key Applications for PKI Enabling

| #®Government

" TFiling Tax Returns online by taxpayers
® (Citizen ID card

" Issuing forms and licenses

‘ " Reservations & ticketing

@Banking

" Inter/ Intra bank messaging systems
" Corporate Internet Banking applications
" Internet Banking

#®Financial Services/ Broking
" Online Trading
B Hlectronic Contract Notes




Key Applications for PKI Enabling

i

#B2B
" Online Tendering

B c_Procurement

‘ #®Healthcare

" Healthcare Management System (HMS)
" Electronic Medical Recording (EMR)

® Electronic Prescriptions




Existing Implementation
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#Government

® Ministry of Commerce and Industry

* Electronic applications and approvals of Special
Economic zones and Export Oriented Units

* Online Applications for licenses by the EXIM

community

" Income Tax Department

* Online Tax returns through e-Intermediaries




Existing Implementation
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@Banking

® Securing Inter/Intra bank messaging system

(SEMS)

® PKI enabling Corporate Internet Banking
application by banks like ICICI Bank, Punjab
National Bank




Existing Implementation
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#®Financial Services & Broking

" Two major depositories in India have their applications
PKI enabled
* NSDL (National Securities Depositories Limited)
* CDSL (Central Depository services (India) Ltd.)

" Two major Stock Exchanges in India have secured their
transactions with PKI
* BSE
* NSE

#®B2B

" E-Procurement and e-Tendering applications




India PKI Forum

interested in promotion ot PKI

Z #®1s an Association of organization that are

#®Primary members are the CCA and all the
licensed CA. Any organization with interest
can be associate member




India PKI Forum

i

#Some broad objective

" To promote use of PKI and facilitate the
penetration electronic transactions in society

B To interact with other national and International
PKI forums

" To sponsor, conduct or organize training on
subjects of interest

B 'To disseminate information about electronic
transactions




m PKI Outlook 1n India

i

@ More than 10,00,000 (1 Million) digital certificates

1ssued

# Several important initiatives that can increase the
number of digital certificates by an order of
magnitude. The important initiatives are

" Mandatory electronic filing of Income Tax returns

" Mandatory electronic filing of Value Added Tax returns
" (Citizen services portals

" Electronic passport initiative
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